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Conclusion

Side Channels

Cache Attack plus Fuzzing

Find and Exploit Bugs in TEEs

Generic Exploitation Prevention

Unintentional Information Leakage due to Hardware Side Effects

Power consumption Execution Time CPU caches

Side Channels: Attacks and Building Blocks

Attacks on Cryptography and User Input

Detect and Exploit Hardware Vulnerabilities

We Found Spectre, Meltdown, and ZombieLoad

Measure Subtle Timing Differences

TEEs Browser VMs

Filtered InstructionsMissing Features

Side-Channel Protection for Browsers

Identify Attack Building Blocks

Implementation as Chrome Extension

Timing Primitives using Concurrency

Techniques to Increase Timer Resolution

Data Exfiltration from VM via DRAM

First Cache Attack from Inside an Intel SGX Secure Enclave

Fastest Self-Built Timing Primitive

Novel Side-Channel Attack Combining Cache and DRAM

Two Novel Attacks on Keystroke Timings  

Generic Protection Against Keystroke Attacks

Implementation for Smartphones and Laptops

Detect Info Leakage from Browser

Track or Target Users for Attacks

Side Channels to Infer System Details

Abstraction Layers Introduce Side Channels

Researching Attacks Necessary to Find Effective Countermeasures

Removing and Restricting Features Not a Solution

Always Underestimated Side Channels
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