A Systematic Look at Quality-of-Service Feature
Effects on Side Channels in AMD SEV-SNP

Sudheendra Raghav Neela'®®)  Carina Fiedler'®, Ruiyi Zhang?®, Robin
Leander Schréder®, Michael Schwarz?®, and Daniel Gruss?

! Graz University of Technology, Graz, Austria
{sudheendra.neela, carina.fiedler, daniel.gruss}@tugraz.at
2 CISPA Helmholtz Center for Information Security
{ruiyi.zhang, michael.schwarz}@cispa.de
3 Fraunhofer SIT, Darmstadt, Germany & Fraunhofer Austria, Vienna
leander.schroeder@sit.fraunhofer.de

Abstract. Modern systems execute numerous workloads in parallel,
with tasks contending for the same shared resources, e.g., cache and
memory bandwidth. To minimize the impact on workloads by “noisy
neighbors”, Intel and AMD released quality-of-service (QoS) extensions
to enforce limits on such resources along with monitoring metrics.

In this paper, we show that these well-intentioned quality-of-service ex-
tensions introduce new system-level cross-core side channels and am-
plify known attacks in confidential computing environments on modern
AMD server CPUs, namely SEV-SNP. We demonstrate our attacks in the
malicious or compromised hypervisor threat model, attacking an AMD
SEV-SNP Confidential VM. In these settings we mount an MBM-based
Bleichenbacher attack on RSA, inter-keystroke timing attacks (F1 score
up to 96 %) exploiting MBM, MBA, CAT, and CDP, a new MBA rate-
limit-based side channel (up to 205B/s), and a website fingerprinting
attack (F1 score up to 72.10 %) exploiting MBM, MBA, CAT, and CDP.
We also evaluate a CAT-amplified Prime+Probe L3 covert channel with
a maximum speedup of 2.27x. We conclude that these well-intention set
of features require mitigation, most likely requiring hardware changes.
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1 Introduction

Quality-of-service (QoS) features of modern CPUs are the foundation to de-
tecting and mitigating hardware-level interference in shared environments, e.g.,
across processes, containers, or virtual machines (VMs) [1,54]. AMD offers QoS
features as a part of their Platform Quality of Service features [3] and Intel pro-
vides these QoS features as a part of their Resource Director Technology [19,54].
Both feature sets constitute similar features for allocation and resource monitor-
ing. Cache Allocation Technology (CAT) partitions last-level cache (LLC) ways,
Code and Data Prioritization (CDP) refines CAT with disjoint cache way masks
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for code and data, and Memory Bandwidth Allocation (MBA) sets upper bounds
for the traffic between the LLC and memory traffic, all per class of service. Cache
Monitoring Technology (CMT) allows to monitor LLC occupancy and Memory
Bandwidth Monitoring (MBM) reports how much data is transferred between
memory and LLC, both also per class of service. With QoS features, privileged
system software can ensure that tasks are allocated system resources [1], further
assisting resource provisioning [36] for VM migration across systems. However,
sharing not only influences quality of service but also has security implications:
Over the past 30 years, researchers studied how sharing hardware resources in-
troduces numerous side channels in modern CPUs, with cache side channels most
widely studied [41,68], both in same-core and cross-core attacks [37,68].

Even well-intentioned features sometimes can be abused to enable or am-
plify attacks. For instance, CAT has been demonstrated as a useful mechanism
in Rowhammer attacks [33] since the eviction of fewer (or even a single) cache
ways is significantly faster. Kurth et al. [28] used CAT to mount remote cache
attacks in a data center scenario using Intel’s Direct Cache Access (DCA) net-
work feature. Minkin and Kasikei [38] used CAT to restrict an SGX enclave’s
cache ways to reduce noise in a Prime+4Probe attack from other processes, e.g.,
in attacks on compression algorithms. In local scenarios, CAT has also been ex-
plored as a potential cache side-channel mitigation [34,56]. Other QoS features,
namely CMT and MBA, have been similarly explored as potential defenses or
detection techniques [5,10,67]. However, the security implications of other QoS
features or combinations of QoS features have has not been studied yet.

In this paper, we present the first systematic evaluation of the security im-
plications of quality-of-service features in modern AMD server CPUs. We show
that this well-intentioned set of five QoS features introduces new system-level
cross-core side channels, and in other cases amplifies known attacks in SEV-SNP
confidential VMs (CVMs). We show that these features can be misused in the
malicious or compromised hypervisor threat model, leaking information from a
CVM across cores. The foundation of three of our four attacks on CVMs is MBM,
not used in any prior attack so far. While CMT reports cache occupancy data to
privileged software in multiples of 16 KiB, MBM accurately reports data transfer
between cache and memory with cache-line-size granularity, i.e., 64 B. We show
that these techniques can be combined with MBA, which provides a configurable
and collective rate-limit, inadvertently introducing a new rate-limit-based side
channel. CDP enables code and data to be placed on separate L3 cache ways,
making code-targeted or data-targeted cache attacks less noisy. Finally, we also
confirm that restricting the cache with CAT can be used to assist microarchi-
tectural attacks such as Prime-+Probe [28, 33,38, 69]. However, we show that
combining CAT with our MBM-based side channel yields a practical alternative
to Prime+Probe on CVMs which may be difficult to mount on modern CPUs
due to non-inclusive caches and SMT, which is avoided for security reasons.

Unlike prior work [11,48,49,70], we neither use nor are aided by single step-
ping [66]. Instead, the attacks run live while the CVM runs. We show that
MBM tracks data flow between memory and cache at a cache-line-size granu-



larity, paving way for a malicious hypervisor to mount a Bleichenbacher attack
on RSA on a QoS-unrestricted CVM, finding further that CAT amplifies this
leakage. With MBM, MBA, CAT, and CDP, and their combinations, we present
inter-keystroke timing attacks mounted by a malicious hypervisor on a remote
user, e.g., using a thin client, across four QoS-restricted settings, whose F; score
rises from 89.1 % (unrestricted) to 96 % (QoS-restricted) with a temporal reso-
lution of 0.095s. Our attack can be mounted on a remote user connected to the
CVM even if they are more than 7000km and at least 16 network hops away.

We show that MBA rate limits on memory-to-cache bandwidth introduce
a new side channel within a class of service with a covert channel capacity
of 205B/s. At unrestricted MBA (default CPU state), this side channel does
not exist. We evaluate the Prime+Probe across all possible CAT restrictions,
counter-intuitively finding that 5 cache ways enable a covert channel faster than
1 cache way, which was the scenario explored in prior work [38], with a maximum
speed up of 2.27x. Across 18 QoS settings of CAT and MBA, we lastly evaluate
a website fingerprinting attack mounted on a CVM in a top-20 open-world sce-
nario, e.g., again using a thin client, recording traces for all 18 settings, overall
taking more than 60 hours. The website-fingerprinting attack’s F; score increases
from 44.72 % (unrestricted) to 72.10 % (QoS-restricted). We conclude that these
well-intentioned quality-of-service features all facilitate malicious use, with mit-
igation strategies most likely requiring hardware changes in future CPUs.

In summary, our main contributions are as follows:

— We investigate all five quality-of-service (QoS) features on AMD Zen 4 server
CPUs (CAT, CMT, MBA, MBM, and CDP). All introduce new cross-core
side channels or amplify existing ones by up to 2.27x.

— We evaluate our attacks across physical cores in a malicious or compromised
hypervisor scenario, attacking a SEV-SNP CVM without single-stepping or
similar fine-grained active control of the CVM.

— We mount a Bleichenbacher attack on RSA with and without QoS amplifi-
cation from a malicious hypervisor, an inter-keystroke timing attack with a
temporal resolution of 0.095s and a 96 % F; score, and a website fingerprint-
ing attack evaluated over 18 QoS settings in a top-20 open-world scenario
attaining 72.10% F; score.

Outline. Section 2 provides background. Section 3 discusses QoS features. Sec-
tion 4 discusses threat models. Section 5 presents our covert channels. Section 6
presents a Bleichenbacher attack on RSA, Section 7 presents a keystroke-timing,
and Section 8 presents a website-fingerprinting attack. Section 9 discusses our
findings, related work, and possible mitigations. Section 10 concludes.

Responsible Disclosure. We responsibly disclosed our findings to AMD in
August 2025; they deemed it out of scope, saying SEV-SNP’s threat model ex-
cludes side-channel attackers. AMD announced our findings as AMD-SB-3035.
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2 Background

In this section, we briefly overview hardware properties we exploit, related cache
side channels, quality-of-service (QoS) mechanisms, and possible attacks.
Shared Resources and Side Channels. Modern CPUs multiplex shared
microarchitectural resources across hardware threads. The last-level cache (LLC,
typically L3) is set-associative and organized in 64 B cache lines and cache sets.
It is physically indexed and tagged and can be inclusive or non-inclusive to
private caches (L1 and L2). Server CPUs often use non-inclusive LLCs, limiting
cross-core eviction primitives unless the victim’s activity also affect the LLC.
On AMD EPYC, cores are grouped into core complexes with an LLC slice per
complex, and several controls apply at that granularity [30].

Cache side channels infer a victim’s activity from attacker-observed latency
differences, with different scope, preconditions, and granularity. Flush4+Reload
[68] and Flush+Flush [15] operate at cache-line granularity and typically require
shared memory. Evict+Reload [16] and Prime+Probe [41] contend for lines that
map to the same set, trading precision for broader applicability. Beyond these,
new primitives explore instructions that architecturally interact with the cache
state [9,72], or manipulate cache residency without DRAM traffic [46].

Cache attacks are often used for recovering cryptographic secrets. Early work
showed key extraction from table-based ciphers via cache access patterns [41],
with follow-up attacks demonstrating practical AES key recovery from userspace
processes [17] and across VMs [21,35]. Outside cryptography, fine-grained activ-
ity has been inferred as well: inter-keystroke timing and keystroke detection
from user applications [16], and kernel address-space randomization breaks by
correlating cache effects during privileged operations [14, 18].

Quality of Service for Shared Resources. Commodity platforms ship QoS
mechanisms intended for multi-tenant consolidation and fairness, on Linux via
the resctrl interface. They can be split into two categories: Allocation and Mon-
itoring. All QoS mechanisms are configured via model-specific registers (MSRs)
by privileged software and, on AMD, are enforced per core complex.

Cache Allocation Technology. CAT partitions LLC ways among Classes of Service
(CoS). With multiple VMs running, some may utilize more cache than others,
e.g., due to data streaming, transcoding, data processing [1,40, 54], resulting in
degraded performance for co-located tenants. CAT can be employed to restrict
logical cores of a CoS domain to specifiable L3 cache ways [3]. By enforcing cache
way separation for CoS domains via CAT, privileged software can ensure that
workloads or VMs of these CoS domains do not face interference by workloads in
other CoS domains. Prior work [43,54,58] has shown that employing CAT can be
beneficial and speed up certain workloads due to fewer LLC misses. Furthermore,
prior work [34,56] showed that CAT can serve as a mitigation against cache
side-channel attacks. However, Wieczorkiewicz et al. [64] note that Intel did not
intend CAT to be used as a security mechanism.

Memory Bandwidth Allocation. MBA offers a way for privileged software to limit
bandwidth between L3 cache and memory for a specified Class of Service (CoS).
Prior work [54] showed the benefit of enforcing MBA limits when multiple pro-



cesses simultaneously perform memory-intensive operations. On AMD systems,
MBA limits are applied in multiples of 128 MiB/s [3,10].

Code and Data Prioritization. CDP is a refinement to CAT that introduces
disjoint way masks for code and data. CDP can be useful for optimizing certain
types of workloads, e.g., data streaming or large codebases. Unlike CAT and
MBA, each CoS is associated with two MSRs: one for code and the other for
data. Enabling CDP halves the amount of CoSes, from 16 to 8.

Cache QoS Monitoring. CMT can be used by privileged software to be informed
of L3 cache occupancy for a specified Resource Management Identifier (RMID).
With the value reported by CMT, system software can monitor the L3 cache us-
age of workloads and possibly evaluate their impact on the performance of other
workloads, further serving as a criterion to apply CAT allocations. AMD states
that CMT values may be an approximation [3]. CMT, along with performance
counters, has been explored for detection of side-channel attacks [5,67] on Intel.
Memory Bandwidth Monitoring. MBM reports the amount of data transfer be-
tween L3 cache and memory, i.e., bandwidth, of a specified Resource Manage-
ment Identifier (RMID) to privileged software. There are two types of mem-
ory that MBM can track: local and total [3]. Local MBM reports a monitored
thread’s memory bandwidth through the memory controller of the CPU upon
which the monitored thread runs. Total MBM includes the previous number,
plus the bandwidth through memory controllers of other NUMA CPUs. On sin-
gle CPU systems, both local and total report the same number.

Confidential Computing and Hypervisors. Side-channel attacks have al-
ways been a concern for the security of TEEs, especially for Intel SGX [52].
Modern VM-based TEEs (e.g., AMD SEV and Intel TDX) protect entire VMs
instead of single applications from an untrusted host, the paradigm called confi-
dential computing. Both Intel TDX [20] and AMD SEV [26] (and SEV-SNP [2])
protect the memory contents of confidential VMs (CVMs) by encrypting data
in memory. To protect the guest’s memory while still allowing for fast commu-
nication with the host, Intel splits the memory into a private encrypted part,
only accessible by the guest and TDX module, and a shared part, accessible
also by the host. Despite these protection mechanisms, attacks exploiting ar-
chitectural bugs or physical properties can still lead to full compromises of the
guest [60,63,70]. In particular, shared states can still be exploited via side chan-
nels, e.g., the cache [47], interrupts [48,49], CPU vulnerabilities [70], performance
monitoring [11], I/O operations [31], power [39]. Prior work has shown to break
the guarantees of memory encryption [32,51,65] and guarantees of data integrity
via misconfiguration [8] or malicious improper initialization [50].

3 Quality-of-Service Features

In this section, we investigate the quality-of-service (QoS) features offered on an
AMD EPYC 8024P (Zen 4c) [3]. We also verify that these QoS features work
on an AMD EPYC 9124 (Zen 4). In Table 1, we list both Intel and AMD’s QoS
features. In this paper, we use the terms used by the Linux kernel [27].
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Table 1: AMD QoS features and their equivalents on Intel RDT. Throughout
this paper, we use the terms and abbreviations used by the Linux kernel.

AMD Intel Linux Kernel Attacks
L3 Cache Allocation Cache Allocation Cache Allocation §5, §6, §7, §8
Enforcement Technology Technology (CAT) R
Monitoring L3 Cache Monitoring Cache QoS 58
Occupancy Technology Monitoring (CMT)
L3 External Band- Memory Bandwidth Memory Bandwidth §5, §7, §8
width Enforcement Allocation Allocation (MBA) T
Monitoring L3 Memory Bandwidth Memory Bandwidth §6, §7, §8
Memory Bandwidth Monitoring Monitoring (MBM) R
Code and Data Code and Data  Code and Data Prio- §7
Prioritization Prioritization ritization (CDP)

We first describe our experimental setup and the methods through which
these QoS features are accessed. Afterwards, we investigate each QoS feature,
following which we build and evaluate attacks in Sections 5 to 8. Table 1 provides
forward references to the sections where we mount attacks with the QoS feature.
QoS Usage. All five QoS features are set by privileged software through the
PQR_ASSOC model-specific register (MSR). This MSR exists for each logical core
and contains the Class of Service (CoS) and Resource Management Identifier
(RMID) [3]. The CoS is used by the allocation features (CAT, MBA, CDP),
while the RMID is used by the monitoring features (CMT, MBM). AMD systems
support a maximum of 16 CoSes and RMIDs [3].

Allocation limits for CAT and MBA are stored in their respective MSRs
(L3_-MASK and L3Q0S_BW_CONTROL), with limits for a specific CoS defined at an
offset equal to the CoS number from the base MSR. These per-CoS allocation-
limit MSRs are defined for each core complex (CCX). Values reported by CMT
and MBM are accessed through the QM_CTR MSR. Unlike the allocation-limit
MSRs, this MSR exists per logical core, with the RMID and event (CMT or
MBM) specified in the per-logical-core QM_EVTSEL MSR.

Experimental Setup. All investigations in this section were performed on
an AMD EPYC 8024P (Zen 4c) with 8 cores, 16 threads, and 2 CCXes. We
perform all experiments on an entirely isolated CCX. AMD servers have a “Pe-
riodic Directory Rinse (PDR) Tuning” BIOS option that periodically clears the
coherence directory [29], invalidating cached data. We change this from the de-
fault memory-sensitive to cache-bound, reducing the rinse frequency. Discussed
further in our investigation of MBM, this change eliminates noise from MBM
readings, as directory rinses reload recently-invalidated data from memory.

Cache Allocation Technology. CAT enables privileged software to restrict
the L3 cache available to a CoS. Our system has a 16-way set associative, non-
inclusive L3 cache, split across two CCXes, each CCX with 16 MiB. In Figure 1
(zone [A]), we plot the CMT values of a core assigned to 1 cache way while read-
ing a 10 MiB file. We see a maximum usage of 1 MiB as opposed to 2MiB (from
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Fig. 1: A logical core restricted to a single L3 cache way with CAT can use at most
1 MiB of private cache as reported by CMT (zone [A]). However, CMT reports
higher usage when accessing shared-data across different cache ways (zone [B]).
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Fig.2: One core measures single-reload latency (cycles) over time (x-axis) while
another reloads cache lines for 2s (red dashed lines). Low MBA rate limit values
yield the largest latency delta: 360 cycle to 3500 cycle at 128 MiB/s (top-most).

32 MiB + 16 ways), likely due to LLC of AMD CCZXes being independent [30]. In
Figure 1 (zone [B]), the core assigned to 1 cache way reads data already present
in different cache ways. CMT reports the core using more than 1 MiB, the allot-
ted amount of cache ways, similar to Intel CPUs [34,56]. Prior work [56] notes
that while attacks built on shared memory [15,68] are possible using CAT re-
strictions, attacks exploiting cache set and way mappings like Prime+Probe [35]
in the LLC are eliminated. This observation breaks down when the attacker is
privileged, and can limit and share cache ways with a victim using CAT.

Memory Bandwidth Allocation. MBA offers a way for privileged soft-
ware to limit bandwidth between L3 cache and memory. Across MBA limits,
we observe that hardware introduces a per-CoS rate limit. Figure 2 shows the
impact of reload timings when an aggressor thread assigned to the same CoS per-
forms memory accesses. Reloads generally require 360 cycle; however, with the
aggressor, the reload time increases depending on the MBA limit. At 128 MiB/s
(lowest), the average reload requires 3500 cycle. With no limits, significantly
more reloads are necessary to make a difference: the reload times increase to an
average of 445 cycle with the aggressor continuously reloading 2 500 KiB.

Code and Data Prioritization. CDP allows privileged software to specify
different cache ways for instructions and data. Figure 3 shows execution time of
a simple, page-aligned, and unoptimized C function while streaming 128 MiB of
data. The execution time ranges between 240 cycle to 264 cycle without stream-
ing, 360 cycle to 792cycle (average: 430 cycle) with streaming and CDP, and
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Fig. 3: Execution time of a C function while streaming 128 MiB of data: without
CDP (top), with CDP (middle). The bottom-most line is the normal execution
time without any data streaming, i.e., only L1 cache hits.
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Fig.4: CMT reports data in 16 KiB increments, while MBM returns a
monotonically-increasing count of 64 B cache-line transfers.

600 cycle to 1104 cycle (average: 695 cycle) with streaming and without CDP.
We realize that CDP can make code-targeted or data-targeted LLC attacks less
noisy, as there are fewer chances for a cache line to be evicted from the LLC.
There have been numerous attacks demonstrated on the LLC in recent years
which would benefit from much less noise [9, 15, 16, 35, 68|, as such attacks re-
quires both the attacker and victim to access the same set of cache ways.

Cache QoS Monitoring. CMT reports the amount of L3 cache occupancy per
RMID to privileged software. Depicted in Figure 4, we find that CMT reports
occupancy in 16 KiB increments when a thread sequentially reads 64 B of a file.
We observe that CMT does not show any interesting pattern or behavior besides
an increase in cache occupancy. This, coupled with an absolute limit (size of L3
cache), makes CMT challenging to use in side-channel attacks from privileged
software requiring precision. In Section 8, we note CMT-based leakage leads to
the lowest F; scores in website fingerprinting attacks.

Memory Bandwidth Monitoring. MBM reports the data transferred be-
tween L3 cache and memory. Figure 4 shows that MBM is accurate, reporting
values with 64 B resolution. We find that the “Periodic Directory Rinse (PDR)
Tuning” BIOS option affects MBM readings, since PDR periodically clears the
coherence directory. The default option, auto, is aliased to memory-sensitive [29],
where the coherence directory is rinsed at the highest frequency: every 60 ms, we
observe MBM increase by 88 KiB. Setting the option to cache-bound rinses the
directory at the lowest frequency [29]; in practice, we observe that the coherence
directory is never rinsed. Figure 5 shows PDR Tuning set to memory-sensitive
and cache-bound for two workloads: repeated reads of the same 64 B line (left)
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Fig.5: MBM can detect single cache-line-size transfers between L3 cache and
memory. The BIOS “Periodic Directory Rinse (PDR) Tuning” option affects
MBM readings: ‘memory-sensitive’ PDR rinses the coherence directory every
60 ms, producing spikes of 1408 cache lines (88 KiB).

and streaming a large file in 64 B chunks (right). To a privileged attacker, MBM
is more reliable than CMT due to its precise reporting.

4 Threat Model and Evaluation Setup

We evaluate our attacks on an AMD EPYC 8024P with both the hypervisor
(Linux 6.11) and SEV-SNP CVM (Linux 6.8) running Ubuntu 22.04. We assume
a malicious hypervisor attacking a confidential VM (CVM), like prior work [11,
12,48, 49, 70]. Since the hypervisor has complete control over the system, e.g.,
MSRs, BIOS options, scheduling, prefetcher, and QoS settings, the hypervisor is
free to modify these privileged interfaces in a malicious manner. In our setup, the
hypervisor sets “Periodic Directory Rinse Tuning” BIOS option to cache-bound
and disables the prefetcher. Unlike prior work [11,48,49,70], we neither use nor
are aided by single-stepping techniques [66], and assume such possibilities are
mitigated, i.e., prior single-stepping-based attacks do not work.

5 Covert Channel

In this section, we evaluate our MBA- & CAT-amplified cross-core covert channel
to assess the channel’s capacity. Here, amplification refers to increasing the chan-
nel capacity when compared to an unrestricted case. Prior work already demon-
strated CAT amplification from malicious hosts to TEEs and CVMs [38, 69].
Hence, we focus solely on the amplification effect of MBA on the covert channel,
measured directly on a malicious hypervisor.

MBA. We first build a same-CoS, rate-limit MBA covert channel (see Sec-
tion 3 and Figure 2). Two workloads assigned to the same CoS are spawned on
two different physical cores within a core complex. We build a time-sliced, uni-
directional channel, synchronized on a wallclock timer, with 1 bit transmitted
per time slice: To transmit a 0, the sender remains idle, for a 1 it induces bursts
of memory loads. The receiver infers the transmitted bit by measuring parallel
memory load latencies. We evaluate channel capacities for various MBA limits
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Fig. 6: True capacity (B/s) of a covert channel through MBA rate limits.
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Fig.7: CAT restrictions amplify the Prime+Probe-based covert channel, from
26.57kB/s capacity at 15 ways, to 60.54kB/s at 5 ways.

from the most restrictive (128 MB/s) to unlimited (2048 x 128 MB/s) with varied
parallel reloads. For each setting, we evaluate a range of time slices by trans-
mitting 512B and computing the true capacity (based on the error rate), and
report the best time slice for each setting in Figure 6. As expected, the capacity is
lower for higher MBA limits. The maximum capacity of 205.8 B/s reaches at the
8 x 128 MB/s limit. Lower limits already affect sender and receiver performance
and are more susceptible to noise from unrelated activity.

CAT. Prior work demonstrated CAT-amplified Prime+Probe attacks [38,69],
restricting cache ways available to sender and receiver. For completeness, we
also evaluate this covert channel. Our machine has a non-inclusive L3 cache,
and both parties run on different cores, i.e., they do not share L1 or L2 caches.
Hence, we work with eviction sets covering the L2 and L3 cache [71], with 5
cache lines more than that fits in the corresponding sets. As shown in Figure 7,
limiting cache ways substantially improves the covert channel’s capacity. On our
machine, the capacity rises from 26.57kB/s (1.97 % error rate) at 15 cache ways
to 60.54 kB/s (0.52 % error rate) at 5 ways. We find the capacity to drop slightly
at the lowest way count, possibly due to sender and receiver having too few cache
lines to work with, leading to more self-evictions, noise, and slower execution.

6 Bleichenbacher Attack Exploiting MBM

In this section, we demonstrate that a malicious hypervisor can distinguish be-
havior within an SEV-SNP CVM, utilizing MBM. With CAT, this leakage can
be amplified. We evaluate an RSA implementation which Kairo [25] recently
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Fig.8: Using MBM readings, a malicious hypervisor can distinguish valid from
malformed RSA ciphertext decryptions in an SEV-SNP CVM, enabling Bleichen-
bacher attacks on RSA. Averaged over 1000 valid and malformed decryptions,
consecutive MBM readings differ when the CVM logs errors internally.

demonstrated was vulnerable to Bleichenbacher attacks [6]. In such attacks, an
attacker aims to distinguish whether a ciphertext is malformed or well-formed,
e.g., by the time it takes for decryption to complete. A ciphertext is well-formed
if it conforms to the PKCS padding format, and malformed otherwise. We refer
to the original publication [6] for a detailed explanation. Several implementations
of PKCS #1 v1.5 were found to be vulnerable in 2023 [25], and optimizations in
the past reduced the number of oracle calls down to 9400 on average [4].

We hypothesize that diverging paths may not only show a timing difference,
but may require a differing amount of code to execute, amplified more by any
instrumentation added by developers. This difference in code, if transferred from
memory to cache, could be observed using MBM. This comes with the caveat
that code of neither branches should be in cache and that a distinguishable
amount of each branch’s code should transfer between memory and cache. This
can be achieved either by evicting the cache before a branch is taken or by
reducing the size of cache, e.g., with CAT, to introduce self-evicting behavior.

6.1 Experimental Setup

We choose M2Crypto [7], a Python wrapper for OpenSSL, as the attack target for
a Bleichenbacher attack [25]. Upon decrypting a malformed ciphertext, OpenSSL
returns an error, causing M2Crypto to raise a custom RSAError exception. We
use the last susceptible versions of M2Crypto (0.38.0) and OpenSSL (3.0.2), as
both have been patched since 2023. A developer may assume the wrapper brings
no security issues, since cryptography is OpenSSL’s responsibility. Furthermore,
while system-wide packages may receive automatic updates [59], Python pack-
ages are often pinned for stability [23], making updates easy to overlook.

We launch a 2 vCPU CVM on two physical cores, assigning both vCPUs
to the same CoS and RMID. We evaluate two scenarios: unrestricted L3 cache
(16 MiB) and maximally restricted (1 MiB), with the CVM and the rest of the
system assigned to mutually exclusive cache ways. Calibration between the CVM
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and hypervisor is achieved with a high-resolution counting thread [53] writing to
pre-shared memory [44], since hypervisor and CVM do not share the same TSC
view in SEV-SNP [24]. The hypervisor randomly signals the CVM over SSH
to decrypt well-formed or malformed ciphertexts, taking MBM readings every
100 ps over 1.5s, recording 1000 traces per ciphertext type (2000 total).

6.2 Evaluation

Figure 8 shows the average MBM increase over 1000 traces of well-formed and
malformed ciphertexts. We observe a change in data transfers both with unre-
stricted operation (Figure 8a) and maximally restricted operation (Figure 8b).
In both figures, the vertical dashed line indicates the decryption start.

We see that there is a difference in consecutive MBM readings between well-
formed and malformed ciphertexts in both cases. It takes roughly 0.04s for the
decryption operation to complete, taking slightly longer for the CAT-restricted
VM, after which we see a lateral shift form between the well-formed and mal-
formed ciphertexts, arising from error reporting. This lateral shift is 0.024 s with
the unrestricted VM and 0.036s in the CAT-restricted VM. Thus, our attack
clearly demonstrates that MBM reveals differing amounts of branch code enter-
ing the cache, with CAT extending the window by 0.012s.

Like the original attack, the timing difference over network alone can be used
as the side channel. However, SEV-SNP VMs are known to be subject to high
network latency [24], making the timing attack noisy when mounted only over
network. In such cases, the MBM-based side channel can reliably utilized with
CAT as an amplifier, the attacker being a malicious hypervisor. We conclude that
mitigating known attacks such as Bleichenbacher attacks can remain a challenge
when the environment where the code is run changes drastically and e.g., new
leakage channels are introduced inadvertently.

7 Keystroke Detection

In this section, we mount a keystroke detection attack where a malicious hyper-
visor attempts to detect user keypresses when connected to an SEV-SNP CVM.
The hypervisor’s aim is to mount an inter-keystroke timing attack [45], where the
time between consecutive key presses indirectly leak information about the text
being typed [28,55]. We consider a typical thin client setup where the software for
employees runs on a centralized server, which may be on-premise or off-premise
hosted at a cloud provider. Given the trust promises of CVMs, companies may
turn towards CVMs for security and data protection reasons, especially when
hosted in the cloud. The user, who is connected to the CVM with VNC, interacts
with applications with the mouse and keyboard.

Although there has been prior work that explore keystroke detection within
a CVM via other side channels, e.g., unprotected 10 [31], our work utilizes MBM
values. Figure 9 (top) and Figure 9 (middle) show the difference of consecutive
MBM values when a types text into VS Code (in the CVM) and a password



13

% ;1 -10° w ‘ r I W i
i o L m.l Mu“”n“H.M.“l lnu MMMM MMMI\
0 10 20 30 40
= -10°
B2 1¢ i‘im '»ltm iL i
537 l“‘ - UNATE RIERTH MH‘\‘M‘\M\‘A L‘H\lm‘\ i‘ ll ‘
0 2 4 6 8 10 12 14 16 18 20 22 24
=g -10*
T L T
<10

\ 1 \ \ 1
0 0.5 1 1.5 2 2.5

Time [s]

Fig.9: Keypress detection via MBM readings on an SEV-SNP CVM, achieving
96.05 % F score in gedit (maximal CAT) at a typing speed of 7.2keys/s. Arrows
mark keypresses. Top: VS Code (keypresses between dashed lines). Middle:
Firefox, typing a password on x.com. Bottom: Gedit, 2.5s window.

on Firefox, respectively. For both of these plots, we employed a setup where
the remote user was more than 7000km and at least 16 hops away from the
CVM, introducing a high amount of jitter in the timing channel. We observe
that the key presses (arrows) still align very clearly with spikes in the difference
of consecutive MBM readings, indicating that key presses cause a high amount
of data to be transferred between memory and cache regardless of application.

Our experimental setup consists of three systems: 1) the remote user’s system,
2) the CVM, and 3) the hypervisor. On the remote user’s system, a keylogger
records the ground truth. A human user types a 400-character text averaging
7.2 keys per second, in line with a skilled typist [42]. The hypervisor reads MBM
values at 100 Hz. We evaluate our keystroke detection attack on gedit, a text
editor, with a user remotely connected to a CVM through the VNC protocol
using the Remmina desktop client. For simplicity, we assume that gedit is pinned
to a specific vCPU and the hypervisor reads the MBM values of that physical
core. An attacker can use profiling to determine on which core gedit runs.

We find that a high difference in consecutive MBM values indicates key-
presses. Figure 9 (bottom) shows a 2.5s window, where the arrows represent
the remote user’s key press. We heuristically define a threshold above which the
difference in MBM is considered a key press. In Table 2, we present our results.

Without any QoS enforcement features (CAT, MBA, or CDP), the keystroke
detection F; score is already at 89.11 % with a temporal resolution of 96 ms and
an average of 34ms (07;=0.9) off from the ground truth. With the hypervisor
enforcing CAT with the strictest restriction, the F; score increases to 96.05 %;
here, the temporal resolution is 95 ms, with an average of 27 ms (07=0.9) off from
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Table 2: QoS restrictions and their effects on keystroke detection in gedit. Sym-
bols indicate maximal restriction (@) or no restriction (O).

MBA CAT CDP Average [ms] MBM Threshold F; Score

° ° O 49 (6z=15) 13000 76.58
° o O 51 (0z=15) 14000 76.48
o ° O 27 (0:=0.9) 42000 96.05
@) o} O 34 (0z=14) 34000 89.11
O O ° 4 (05=0.2) 41000 79.64

the ground truth. We see that CAT amplifies the MBM information leakage since
it reduces the LLC size, forcing more data to repeatedly flow between cache and
memory. Enforcing the strictest CDP setting possible (exclusive 1 MiB for code
and data each) decreases the F; score to 79.6 %. Interestingly, employing CDP
results in observations which are the least off of ground truth (4ms (07=0.2)).
Contrarily, applying the strictest MBA limit reduces the F; score to 76.5 %.
This reduction is possibly due to MBA applying a rate limit, a hindrance that
negatively influences the leakage. Applying CAT and MBA still results in a Fy
score of 76.6 %, indicating that MBA significantly worsens the side channel.

8 Website Fingerprinting

In this section, we show that a malicious hypervisor can utilize QoS features
to perform a top-20 open-world website fingerprinting attack on an SEV-SNP
CVM. Similar to the premise in Section 7, we assume a scenario in which employ-
ees connect their thin clients to CVMs in the cloud. Once connected, they carry
out their work, which may include visiting certain websites using the browser
within the CVM. The malicious hypervisor’s goal is to distinguish which website
the user visits using only QoS features: monitoring features to leak informa-
tion and enforcement features to amplify it. We evaluate this scenario over 6
CAT restrictions and 11 MBA limits, along with 1 unrestricted case. Given the
18 x measurements, we opted for a smaller top-20 open-world scenario to keep
recording time reasonable on our shared system, totaling between 60 h to 65 h.

8.1 Experimental Setup

We launch a 3 vCPU SEV-SNP VM on isolated physical cores, with Firefox
141.0 pinned to two cores and the third reserved for system use. The hypervisor
assigns the two Firefox cores to a single RMID and CoS, while the third to a
separate one. In practice, a malicious hypervisor would assign the entire CVM to
one RMID and CoS and filter background system noise. The hypervisor signals
the CVM to open a website and records CMT and MBM values at 100 Hz.

We collect traces for the top-20 websites from semrush.com and 600 open-
world websites from DataForSEO.com, with 30 readings per top-20 site over 10s
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Fig.10: F; score of top-20 open-world website fingerprinting with the MBM
difference feature for varying CAT ways and MBA limits.

each. Open-world traces are recollected per-QoS-restriction to avoid restriction-
specific bias. Within the CVM, xdotool automates Firefox navigation, restarting
the browser every 10 websites to eliminate artifacts while the website order
is randomized to remove any bias. We repeat the experiment across 11 MBA
limits, 6 CAT restrictions, and 1 unrestricted baseline (18 runs total). For CAT
experiments, the hypervisor and CVM are assigned mutually exclusive cache
ways, except in the unrestricted case where the CVM receives all 16 ways.

8.2 Results

From the time-series data, we define five features: the difference in MBM and
CMT values from the initial value, whether the consecutive MBM and CMT
values increased or decreased, and the absolute value of CMT. Absolute MBM
is excluded as it is monotonically increasing. We train each feature individually
using a KNN time series classifier [57], with an 80-20 train-test split. We also
tried random forest classifier, but found it to perform worse, regardless of PCA.

Of the five, the difference in MBM values from the initial value results in
the highest F'; scores, shown in Figure 10 with the 3-nearest neighbors. Without
any QoS enforcement, we observe an F; score of 44.72 %, better than random
guessing at 5 %. Similar to keystroke detection, we observe that restricting cache
ways tends to a higher F; score, between 66.4% to 77.23%. In contrast, we
achieve the highest 72.10 % F score with the most-restrictive MBA limit. With
the absolute CMT values, we find the highest F; scores to range between 43 %
to 49 % with CAT. We find the features based on consecutive MBM and CMT
values to perform the worst, attaining a maximum F; score of 36 % with CAT.
Performance Impact. At stricter MBA limits, we find that browsing experi-
ence within the CVM is negatively affected. According to Speedometer3.0, the
browser performs 10x faster with unlimited MBA than with the most-restrictive
limit. CAT restrictions have less impact than MBA limits; the benchmark reports
only 2x faster with all cache ways versus one cache way.
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9 Discussion & Related Work

We demonstrated how quality-of-service features enable and amplify microarchi-
tectural side-channel attacks. Neither Intel nor AMD consider side channels a
security concern and instead they simply refer users to “best practices” against
side channels, e.g., constant-time principles [2]. Prior work [11] showed that this
advice reaches its limits when combined with the idea to run entire unmodified
VM images as CVMs in a trusted-execution environment.

Related to our use of monitoring QoS features (CMT and MBM) is the work
by Gast et al. [11] who showed how a malicious hypervisor can access performance
counters to leak from guest VMs on Zen 3/4 architectures. AMD has since
virtualized performance counters, mitigating the attack. However, there is no
such possibility to virtualize QoS monitoring features. Unlike Gast et al. [11], we
run the attack live without single-stepping, which slows the CVM and is easily
detectable, already addressed by some implementations, e.g., Intel TDX [47].
Allocation-based attacks can be detected through the performance degradation
of cache or memory bandwidth, but monitoring-based attacks are completely
stealthy as they do not interact with the CVM at all.

Minkin and Kasikei [38] showed that CAT can be used to limit the cache

ways available to an Intel SGX enclave, thus reducing noise in Prime+Probe
attacks. We confirm that this is a viable approach, yielding higher capacities in
our setting. Therefore, we believe that our work complements theirs by exploring
a different threat model and a wider range of QoS features.
Mitigations. QoS features are crucial for cloud providers to load-balance and
detect anomalies, potentially even for security [1,34,36,56]. Furthermore, with-
out performance counter data [3,20] and QoS features available to the system,
attackers can hide malicious workloads [13,22, 52,61, 73] that would otherwise
be evident in the monitored performance data. One possibility to mitigate QoS
monitoring features (CMT, MBM) is to make them more coarse-grained, using
the strategy outlined by Weissteiner et al. [62]. Fuzzy increments and aggrega-
tion windows can obscure readings, leaking insufficient information for attacks,
while still providing enough information for resource provisioning.

On the other hand, allocation QoS features (CAT, MBA, CDP) require care-
ful mitigation: since AMD SEV CVMs already use Address Space Identifiers
(ASIDs) internally, hardware could assign cache ways per-ASID instead of per-
CoS when SEV is active, preventing hypervisor CAT- and CDP-based Prime+
Probe. To limit MBA covert channels, hardware could enforce MBA limits per-
CoS and per-core, isolating cores even within the same CoS.

10 Conclusion

We showed that all well-intentioned quality-of-service features (CAT, CMT,
MBA, MBM, and CDP) on modern AMD server CPUs introduce or amplify
cross-core side channels in SEV-SNP confidential computing environments. We
showed how a malicious or compromised hypervisor can utilize QoS features to
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leak information of a CVM without single stepping or similar fine-grained active
control of the CVM. We showed that attack performance is improved in covert
channels (2.2x), an Bleichenbacher attack on RSA, keystroke detection (96 %
F; score), and website fingerprinting (72.1 % F; score). Our results clearly show
that the introduction of QoS features must be considered with care when design-
ing CPUs, especially when side channels are a concern, and future CPUs should
consider the implications of QoS features on security when designing TEEs.
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