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Timeline of a Vulnera www.tugraz.at

) Is this all a conspiracy?

e Vulnerability existed for many years
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Timeline of a Vulnera www.tugraz.at

s ! Is this all a conspiracy?
N "‘ A e
<O ,", e Vulnerability existed for many years
17 & P & e No one discovered it before
~Aibhud A . . . o
PR * e Suddenly, 4 independent teams discover it within 6 months
A : .
o * e Let's create an evidence board
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Timeline of a Vulnera www.tugraz.at

Not a conspiracy

e Tools to detect the bug only invented in 2014
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Not a conspiracy

e Tools to detect the bug only invented in 2014
e No broad interest in microarchitectural attacks before

e Discovering teams quite knowledgeable in this area
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Not a conspiracy
e Tools to detect the bug only invented in 2014
e No broad interest in microarchitectural attacks before
e Discovering teams quite knowledgeable in this area

e The bug was “ripe” = a consequence of research in this area
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www.tugraz.at

Not a conspiracy
e Tools to detect the bug only invented in 2014
e No broad interest in microarchitectural attacks before
e Discovering teams quite knowledgeable in this area

e The bug was “ripe” = a consequence of research in this area

— bug collision nearly inevitable
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You realize it is something big when...
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The Fallout www.tugraz.at

You realize it is something big when...

e it is in the news, all over the world
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FOXy

BLISINESS

WRSHINGTON, D.C
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S INTELREVEALS DESIGN FLAW THAT |
| JALERT | COULD ALLOW HACKERS TO ACCESS DATA . o
0"\!
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" COMPUTER CHIP FLAWS IMPACT BILLIONS OF DEVICES |
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COMPUTER CHIP SCARE
Tl‘u bugs are knowi 3




SECURITY FLAW REVEALED
| Intel (Prev)
45.26

[ Intel (After Hours)
44.85

SHROUT: ISSUE NOT UNIQUE TO
i“’""“""" INTEL, BUT IT'S AFFECTED THE MOST

McnBC
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The Fallout www.tugraz.at

You realize it is something big when...
c& e it is in the news, all over the world

e you get a Wikipedia article in multiple languages
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Article } Read Edit View

WikipEDIA Meltdown (security vulnerability)

Tse Freee Encvel i

Meltdown is a he are v bility affecting Intef <&
|1t allows a rogt

when It 15 not autl nzed 1o do so.

Malldown affects a wide range of syste

devices running any bul the most rece

mac0s,H or Windows. Accordingly, many servers and cloud se 25 were impacted,!
as well a5 a potential majority of smart devices and embedded davices using ARM

based pre {mabile devic smart TVs and otf ding a wide range of
ratworking aguipment. A purely saftware work und to Meltidown has been assassad
a5 slowing computers between 5 and 30 percent in certain specialized workloads,
although companies responsible for software correction of the exploit are reporting
roinimal iImpact from general benchmark test ||g.""

Mettdown was issued a Cammen Vulnel i ures 1D of CVE-2!

575447, also known as Rogue Data Cache Lod inJ uary 2018. It was disclosad in
conjunction with another exploil. Specire, with wk haras some, but not all

characteristics, The ltdown and Spectre vulnerabilities are considered "catastrophic”
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WIKIPEDIA

syclopedia

Spectre is a vulnerability that affects modern microprocessors that parform b

prediction ! 1 On most processars, the speculative execution resulting from a

branch mispradiction may leave obsarny side effects that may reveal prvate data to
allackers, For example, If the p 1ol memany ormed by such
speculative execulion depends on private data, the resultin & of the data cache

tssuad 71 1T used lor JavaScripl wera found vulnerable. A website can read
tala stored in th ile, of the browsar's memary ilsall. 5
Several procedures to help protect home computers and related de m the
Spectrs (and Malldown) securly vulnerabilities have been published 112 Spactre patches have besn

raported to significantly slow down parformance, especially on older computars; on the newer 8th generation Core
platforms, benchmark performance drops of 2-14 percent have been measured.'’
produce performance loss.* L On January

# Meltdown patches may also
18, 2018, unwanted rebools, even for newer Intel chips, due to
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The Fallout www.tugraz.at

You realize it is something big when...
c& e it is in the news, all over the world
e you get a Wikipedia article in multiple languages

e there are comics, including xkcd
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THE MELTROUN AND SPELTRE. EXPLOITS USE
"SPECULATIVE EXECUTION?” LIHATS THAT?

YOU KNOW THE TROULEY PROBLEM? LJELL,
FOR A \JHILE NOU CPUs HAVE BASICALLY
BEEN SENDING TROLLEYS DOUN BOIH
PATHS, QUANTUM-STLE, LHILE AWAITING
YOUR CHOICE. THEN THE UNNEEDED
"PHANTOM" TROLLEY DISAPPEARS.

P S

THE PHANTOM TROLLEY ISNT
SUPPOSED TO TOUCH ANYONE.
BUT IT TURNS 0UT YoU CAN
ShiLL 'U6E IT 10 DO STUFF.

AND IT CAN DRIVE
THROUGH LALLS.

\

THAT SO0NDS BAD, | WHATY T2
HONESTLY, TVE BEEN
ASSUMING WE UERE
DOOMED EVER SINCE

LEARNED ABOUT

AT...COMPUTERS?

TN

IF You TOGGLE. A ROL OF MEMORY | e (LOUD IS FULL OF
CELLS ON AND OFF REALLY FASTYOU | pHANTOM TROLLEYS

CAN USE ELECTRICAL INTERFERENCE ARMED WITH HAMPERS,
O FLIP NEARBY BITS AND—

vup ESPECIAU.YSHRR.‘EDOMEﬁ ORAY. TLL, WM. )

S0 YOURE SPYING

..YES, THAT |1S
) ExACILY RIGHT

INSTALL UPDATES?
GOOD IDEA.

B
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Moon, t's just o tina bug, 3
barely even matters. ., Eh- Look!
Sguarel!
85, e

Ok, m0 we' |l admit we might also have
o samadl protlenm, but we'll find a solution
e were together! #love #penne

Haha! Well ot least we
daon't hove to worry!

o o ‘ o. 4
D!

iy stock options in
rvennber.,

| warited to by this yacnt! SR8

CommitStip.com
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The Fallout www.tugraz.at

You realize it is something big when...
c& e it is in the news, all over the world
e you get a Wikipedia article in multiple languages

e there are comics, including xkcd

e you get a lot of Twitter follower after Snowden mentioned you
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machwar :@labos: - /Docunentss [] o

9 nowdan

You may have heard about @Intel's horrific #Meltdown bug.
But have you watched it in action? When your computer
asks you to apply updates this month, don't click "not now."
clreattack.com & @misc0110)

4. Jan. 2018

F-] Edward Snowden & L
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The Wall www.tugraz.at

Daniel Gruss, Michael Schwarz — ww



The Core of Meltdown/Spectre www.tugraz.at

e Kernel is isolated from user space @ Userspace

Kernelspace

Operating

Applications System Memory
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The Core of Meltdown/Spectre www.tugraz.at

e Kernel is isolated from user space @ Userspace

Kernelspace

e This isolation is a combination of

hardware and software \

Operating

Applications System Memory
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The Core of Meltdown/Spectre www.tugraz.at

@ Userspace Kernelspace

e Kernel is isolated from user space

e This isolation is a combination of

hardware and software \
e User applications cannot access é
anything from the kernel
Operating

Applications System Memory
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The Core of Meltdown/Spectre www.tugraz.at

@ Userspace Kernelspace

e Kernel is isolated from user space

This isolation is a combination of

hardware and software \
User applications cannot access é
anything from the kernel
Operating

e There is only a well-defined
Applications System Memory

interface — syscalls
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1337 4242

FOOD CACHE

Revolutionary concept!

Store your food at home,
never go to the grocery store
during cooking.

Can store ALL kinds of food.

ONLY TODAY INSTEAD OF $1,300

$1,299

ORDER VIA PHONE: +555 12345



CPU Cache www.tugraz.at

printf("%d", i);
printf("%d", i);
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CPU Cache www.tugraz.at

\S5

cache M
printf("%d", i);
printf("%d", i);
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\S5

cache M
printf("%d", i);
printf("%d", i);
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CPU Cache www.tugraz.at

\S5

cache
printf("%d", i);
printf("%d", i);
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CPU Cache www.tugraz.at

Cach® |
printf("%d", i);

printf("%d", i);_/\(\.g
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CPU Cache www.tugraz.at

'D\ZAM aCCeSsSSy
s\ow

printf("%d",
printf("%d",
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CPU Cache www.tugraz.at

'D\ZAM aCCeSsSSy
s\ow

\S5

cacre
printf("%d", i);

printf("%d", i); Y“X

Cach®
NO ’D‘ZAM acCcessSy

nuch faster
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Flush4Reload

www.tugraz.at

ATTACKER

Shared Memory

VICTIM
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FIUSh+ Reload www.tugraz.at

Shared Memory
ATTACKER VICTIM

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



FIUSh+ Reload www.tugraz.at

Shared Memory
ATTACKER VICTIM

flush

Shared Memory
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Flush4Reload

ATTACKER

flush

Shared Memory

\

Dan

VICTIM
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Flush4Reload

www.tugraz.at

ATTACKER

Shared Memory

VICTIM

——| dCCess
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FIUSh+ Reload www.tugraz.at

Shared Memory
ATTACKER VICTIM

dCCessS
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FIUSh+ Reload www.tugraz.at

Shared Memory
ATTACKER VICTIM

dCCessS -
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FIUSh+ Reload www.tugraz.at

Shared Memory
ATTACKER VICTIM

dCCessS -

\

N fast if victim accessed data,

slow ofherwise
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I
N Back to Work i



| 7. Serve with cookied
\ and peeled potatoes |










Wait for an hour

i

x LATENCY




1. Wash and cut ‘
| vegelables |
|

2. Pick the basil leaves

. and set aide i

!; 3. Heat 2 tablespoons of

i oil in a pan f

4. Fry vegetables until
golden and acftened




L . Wash and cul
; B 4———%— Parallelize

2. Pick the basil leaves
' and set aside

3. Heat 2 tablespoons of |
.‘llti oil in a pan <«

A 4. Fry vegetables until
golden and acftened




Out-of-order Execution www.tugraz.at

int width = 10, height = 5;
float diagonal = sqrt (width * width
+ height * height);

int area = width » height;

printf ("Area %d x %d = %d\n", width, height, area);
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www.tugraz.at

Out-of-order Execution

Parallelize

10, height = 5;

int width

float diagonal = sqrt (width * width
+ height * height);

width * height;
area) ;

int area

(printf("Area $d x %d width, height,

= Ze\m¥,

,&Pe\"’f/emc%
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Building the Code www.tugraz.at

e Find something human readable, e.g., the Linux version

# sudo grep linux_banner /proc/kallsyms

fffff£f£f£f81a000e0 R linux_banner

n Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



Building the Code www.tugraz.at

char data = *(charx)0xfffffff£f81a000e0;
printf ("$c\n", data);
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Building the Code www.tugraz.at

e Compile and run

,) sp 00007ffced4a80610 error 5 in reader
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Building the Code www.tugraz.at

e Compile and run

,) sp 00007ffced4a80610 error 5 in reader

\./< o Kernel addresses are of course not accessible
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Building the Code www.tugraz.at

e Compile and run

,) sp 00007ffced4a80610 error 5 in reader

\./< o Kernel addresses are of course not accessible

e Any invalid access throws an exception — segmentation fault
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Building the Code www.tugraz.at

i [
\|” e Just catch the segmentation fault!

&
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Building the Code www.tugraz.at

i [
\|” e Just catch the segmentation fault!

&

e We can simply install a signal handler

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



Building the Code www.tugraz.at

i [
\|” e Just catch the segmentation fault!

&

e We can simply install a signal handler

e And if an exception occurs, just jump back and continue
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Building the Code www.tugraz.at

e Just catch the segmentation fault!
e We can simply install a signal handler

e And if an exception occurs, just jump back and continue

&

e Then we can read the value
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Building the Code www.tugraz.at

e Just catch the segmentation fault!
e We can simply install a signal handler

e And if an exception occurs, just jump back and continue

&

e Then we can read the value

e Sounds like a good idea
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Building the Code www.tugraz.at

e Still no kernel memory
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Building the Code www.tugraz.at

e Still no kernel memory

e Maybe it is not that straight forward
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Building the Code www.tugraz.at

e Still no kernel memory
e Maybe it is not that straight forward

e Privilege checks seem to work
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Building the Code

www.tugraz.at

Still no kernel memory
Maybe it is not that straight forward
Privilege checks seem to work

Are privilege checks also done when executing instructions out of order?

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



Building the Code

www.tugraz.at

Still no kernel memory

Maybe it is not that straight forward

Privilege checks seem to work

Are privilege checks also done when executing instructions out of order?

Problem: out-of-order instructions are not visible

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



Building the Code www.tugraz.at

e Adapted code

* (volatile charx*)0;
array[0] = 0;
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Building the Code www.tugraz.at

e Adapted code

* (volatile charx*)0;
array[0] = 0;

X 4 e volatile because compiler was not happy

warning: statement with no effect [—Wunused—value]

.
- x(charx)0;
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Building the Code www.tugraz.at

e Adapted code

* (volatile charx*)0;
array[0] = 0;

'l e volatile because compiler was not happy

warning: statement with no effect [—Wunused—value]

.
- x(charx)0;

e Static code analyzer is still not happy

warning: Dereference of null pointer
x(volatile charx)O0;

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



Traces in the Cache www.tugraz.at

CACHE

a Y
\ J
é )
\ J
é )
\ J
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CACHE

a Y
\ J
é )
\ J
é )
\ J
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Traces in the Cache www.tugraz.at

CACHE

a N

J
@ \
\ J
é Y
\ J
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Traces in the Cache

www.tugraz.at
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Traces in the Cache

CACHE
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Traces in the Cache www.tugraz.at

CACHE

» » |

(] aw )
@ )

\ J

é N

\ J
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Traces in the Cache www.tugraz.at

CACHE

®» ¢

« «-» '@
é )

\. J

é N

\ J
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Traces in the Cache www.tugraz.at

CACHE

- B
e «® 9
( y EXCEPTION
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Building the Code www.tugraz.at

e Qut-of-order instructions leave microarchitectural traces

o
o
°

e
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Building the Code www.tugraz.at

e Qut-of-order instructions leave microarchitectural traces

o
o
°

e We can see them for example in the cache

e
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Building the Code www.tugraz.at

e Qut-of-order instructions leave microarchitectural traces
O

e We can see them for example in the cache

“@®
? e Give such instructions a name: transient instructions

b7
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Building the Code www.tugraz.at

Out-of-order instructions leave microarchitectural traces

[ )
o8 ° e We can see them for example in the cache
. ° e. o, . p
e Give such instructions a name: transient instructions
" e We can indirectly observe the execution of transient instructions
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Building the Code www.tugraz.at

e Maybe there is no permission check in transient instructions...

\r,
| -
(RS
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Building the Code www.tugraz.at

e Maybe there is no permission check in transient instructions...

e _.or it is only done when commiting them

\r,
| -
(RS
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Building the Code www.tugraz.at

e Maybe there is no permission check in transient instructions...

e _.or it is only done when commiting them

I,

0 '3

(‘k‘

e Add another layer of indirection to test

char data = * (char*)0xffffffff81a000e0;
arrayl[data x 4096] = 0;
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Building the Code www.tugraz.at

Maybe there is no permission check in transient instructions...

I,

0 '3

(‘k‘

e _.or it is only done when commiting them

Add another layer of indirection to test

char data = * (char*)0xffffffff81a000e0;
arrayl[data x 4096] = 0;

Then check whether any part of array is cached
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Building the Code www.tugraz.at

e Flush+Reload over all pages of the array

w O
o O O
o O O

Access time
[cycles]

0 50 100 150 200 250

e Index of cache hit reveals data
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Building the Code www.tugraz.at

e Flush+Reload over all pages of the array

500
400
300

Access time
[cycles]

e Index of cache hit reveals data

e Permission check is in some cases not fast enough
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Terminal

File Edit View Search Terminal Help

mschwarz@lab06:~/Documents$




4 CAN YOU
| " ENHANCE THAT



' ST W

mlt?ounmltdm ~/ppm2 % taskset 1 ./imgdump @x375a200000 14919 > outp
ut . flif

Reading from @xffffa8e375a00000 |



AND IN OTHER NEWS...

@

MELTDOWN

WERE ALLYEROOMED; SANDRA:

B> How ABOUT THEWEAT HERS

®

-



Not so fast...



Take the kernel addresses... www.tugraz.at

e Kernel addresses in user space are a problem
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Take the kernel address . www.tugraz.at

e Kernel addresses in user space are a problem

e Why don't we take the kernel addresses...

A )
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...and remove them www.tugraz.at

e ...and remove them if not needed?
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...and remove them www.tugraz.at

e ...and remove them if not needed?

e User accessible check in hardware is not reliable
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Idea www.tugraz.at

e Let's just unmap the kernel in user space
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Idea www.tugraz.at

e Let's just unmap the kernel in user space

e Kernel addresses are then no longer present
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Idea www.tugraz.at

e Let's just unmap the kernel in user space
e Kernel addresses are then no longer present

e Memory which is not mapped cannot be accessed at all
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We published KAISER in July 2017

Intel and others improved and merged it into Linux as KPTI (Kernel
Page Table Isolation)

Microsoft implemented similar concept in Windows 10

Apple implemented it in macOS 10.13.2 and called it “Double Map”

All share the same idea: switching address spaces on context switch
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e Depends on how often you need to switch between kernel and user space
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e Depends on how often you need to switch between kernel and user space

{Jo e Can be slow, 40% or more on old hardware
[ ]

e But modern CPUs have additional features

e = Performance overhead on average below 2%
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index = 0;

charx data = "textKEY";

if (index < 4)

Prediction

LUT [data[index] = ] 0
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index = 0;
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Prediction
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index = 0;
/
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charx data = "textKEY";

if (index < 4)
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Prediction

Execute

LUT [data[index] =* ] 0
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charx data = "textKEY";

if (index < 4)

Prediction

LUT [data[index] = ] 0
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index = 1;
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charx data = "textKEY";

if (index < 4)

Prediction

LUT [data[index] = ] 0
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Speculate
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index = 1;
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charx data = "textKEY";

if (index <
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index = 2;

charx data = "textKEY";

if (index < 4)

Prediction

LUT [data[index] = ] 0
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charx data = "textKEY";
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Q;(\
Pred|ct|on
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index = Z;
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char* data = "textKEY";

(index <
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LUT [data[index] =

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



Spectre (Variant ].) www.tugraz.at

index = 2;

\

charx data = "textKEY";

if (index < 4)
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Prediction

LUT [data[index] = ] 0
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index = 3;

charx data = "textKEY";

if (index < 4)

Prediction

LUT [data[index] = ] 0
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index = 3;
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charx data = "textKEY";

if (index < 4)
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charx data = "textKEY";

if (index < 4)
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index = 4;

N

charx data = "textKEY";

if (index < 4)
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index = 4;

N

charx data = "textKEY";

if (index < 4)
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Prediction

LUT [data[index] = 1 0
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index = 5;

charx data = "textKEY";

if (index < 4)

Prediction

LUT [data[index] = ] 0
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index = 5;
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charx data = "textKEY";

if (index < 4)
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index = 5;

N

charx data = "textKEY";

if (index < 4)

Execute

Prediction

LUT [data[index] = 1 0
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index = 6;

charx data = "textKEY";

if (index < 4)

Prediction

LUT [data[index] = ] 0
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if (index < 4)
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index = 6;

o

charx data = "textKEY";

if (index < 4)

Execute

Prediction

LUT [data[index] = 1 0

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



Spectre (Variant 2) www.tugraz.at

Animalx a = bird;

a— >move
@
Pred|ct|on
LUT [data[index] = ] 0
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Animalx a = bird;

a—>move ()
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LUT [data[index] =* ] 0
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Animalx a = fish;
a— >move
& 6¥>
Pred|ct|on
LUT [data[index] = ] 0
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Animalx a = fish;
a— >move
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a— >move
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Animalx a = fish;
a— >move
@
Pred|ct|on
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e Read own memory (e.g., sandbox escape)

e “Convince" other programs to reveal their secrets

e Again, a cache attack (Flush+Reload) is used to read the secret
Much harder to fix, KAISER does not help

Ongoing effort to patch via microcode update and compiler extensions
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e LFENCE
— speculation barrier to insert after every bounds check

e implemented as a compiler extension
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e Indirect Branch Restricted Speculation (IBRS):
e do not speculate based on anything before entering IBRS mode
e hyperthreading?

e Indirect Branch Predictor Barrier (IBPB):

e flush branch-target buffer
e hyperthreading?
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Single Thread Indirect Branch Predictors (STIBP) = retpoline

push <call_target>

call 1f
2 7
lfence g
jmp 2b ;
1:
lea 8 (%rsp), %rsp ;
ret 8

speculation will continue here
speculation barrier
endless loop

restore stack pointer
the actual call to <call_target>

— always predict to enter an endless loop
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Single Thread Indirect Branch Predictors (STIBP) = retpoline

push <call_target>

call 1f
2 7
lfence g
jmp 2b ;
1:
lea 8 (%rsp), %rsp ;
ret 8

speculation will continue here
speculation barrier
endless loop

restore stack pointer
the actual call to <call_target>

— always predict to enter an endless loop

e instead of the correct (or wrong) target function — performance?
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Single Thread Indirect Branch Predictors (STIBP) = retpoline

push <call_target>

e On Broadwell or newer:

call 1f
2 7
lfence g
jmp 2b ;
1:
lea 8 (%rsp), %rsp ;
ret 8

speculation will continue here
speculation barrier
endless loop

restore stack pointer
the actual call to <call_target>

— always predict to enter an endless loop

e instead of the correct (or wrong) target function — performance?

e ret may fall-back to the BTB for prediction
— microcode patches to prevent that

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



What do we learn from i

www.tugraz.at

. We have ignored software side-channels for many many years:

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



What do we learn from i

www.tugraz.at

. We have ignored software side-channels for many many years:
-
e attacks on crypto
v—
v—

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



hat do we learn

www.tugraz.at

We have ignored software side-channels for many many years:

e attacks on crypto — “software should be fixed”

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



hat do we learn

www.tugraz.at

. We have ignored software side-channels for many many years:
-
e attacks on crypto — “software should be fixed”
— e attacks on ASLR
v—
v—

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



What do we learn from it?

www.tugraz.at

. We have ignored software side-channels for many many years:
-
e attacks on crypto — “software should be fixed”
—— e attacks on ASLR — “ASLR is broken anyway”
v—
v—

Daniel Gruss, Moritz Lipp, Michael Schwarz — www.iaik.tugraz.at



What do we learn from it?

www.tugraz.at

We have ignored software side-channels for many many years:

attacks on crypto — “software should be fixed"
attacks on ASLR — “ASLR is broken anyway"
e attacks on SGX and TrustZone
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. We have ignored software side-channels for many many years:
e attacks on crypto — “software should be fixed”
—_— e attacks on ASLR — “ASLR is broken anyway”
:: e attacks on SGX and TrustZone — “not part of the threat model”

— for years we solely optimized for performance
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After learning about a side channel you realize:
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After learning about a side channel you realize:
— e the side channels were documented in the Intel manual
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hen you read the Intel manuals... www.tugraz.at

After learning about a side channel you realize:
— e the side channels were documented in the Intel manual
: e only now we understand the implications
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A unique chance to
e rethink processor design

e grow up, like other fields (car industry, construction industry)

e find good trade-offs between security and performance
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Conclusion
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e Underestimated microarchitectural attacks for a long time
e Basic techniques were there for years
e Industry and customers must embrace security mechanisms

e Run through the same development (for security) as the automobile
industry (for safety)

e It should not be “performance first”, but “security first”
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