
SCIENCE PASSION TECHNOLOGY

Cash Attacks on SGX

Daniel Gruss, Michael Schwarz

September 9, 2017

Graz University of Technology



Outline www.tugraz.at

2 Daniel Gruss, Michael Schwarz — Graz University of Technology



Outline www.tugraz.at

2 Daniel Gruss, Michael Schwarz — Graz University of Technology



Outline www.tugraz.at

2 Daniel Gruss, Michael Schwarz — Graz University of Technology



Outline www.tugraz.at

SGX

2 Daniel Gruss, Michael Schwarz — Graz University of Technology



Outline www.tugraz.at

SGX

2 Daniel Gruss, Michael Schwarz — Graz University of Technology



Outline www.tugraz.at

SGX

2 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Untrusted part

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Untrusted part

Create Enclave

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Trusted part

C
al

l
G

at
e

Untrusted part

Create Enclave

Trusted Fnc.

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Trusted part

C
al

l
G

at
e

Untrusted part

Create Enclave

Call Trusted Fnc.

Trusted Fnc.

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Trusted part

C
al

l
G

at
e

Untrusted part

Create Enclave

Call Trusted Fnc.

Trusted Fnc.

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Trusted part

C
al

l
G

at
e

Untrusted part

Create Enclave

Call Trusted Fnc.

Trusted Fnc.

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Trusted part

C
al

l
G

at
e

Untrusted part

Create Enclave

Call Trusted Fnc.

Trusted Fnc.

Return

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Trusted part

C
al

l
G

at
e

Untrusted part

Create Enclave

Call Trusted Fnc.

Trusted Fnc.

Return

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Trusted part

C
al

l
G

at
e

Untrusted part

Create Enclave

Call Trusted Fnc.

. . .

Trusted Fnc.

Return

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX www.tugraz.at

Application

Trusted part

C
al

l
G

at
e

Untrusted part

Create Enclave

Call Trusted Fnc.

. . .

Trusted Fnc.

Return

Operating System

3 Daniel Gruss, Michael Schwarz — Graz University of Technology



SGX Wallets www.tugraz.at

• Ledger SGX Enclave for blockchain applications

• BitPay Copay Bitcoin wallet

• Teechain payment channel using SGX

Teechain

[...] We assume the TEE guarantees to hold and do not consider

side-channel attacks [5, 35, 46] on the TEE. Such attacks and their

mitigations [36, 43] are outside the scope of this work. [...]
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Physical Addresses www.tugraz.at

Result on an Intel i5-6200U
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Combining Everything www.tugraz.at

1. Use the counting primitive to measure DRAM accesses

2. Through the DRAM side channel, determine the row borders

3. Row borders have the 18 LSBs set to ‘0’ → maps to cache set ‘0’

4. Build the eviction set for the Prime+Probe attack

5. Mount Prime+Probe on the buffer containing the

multiplier [Sch+17]
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Results



Measured Trace www.tugraz.at

Raw Prime+Probe trace...
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Measured Trace www.tugraz.at

...processed with a simple moving average...
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Measured Trace www.tugraz.at

...allows to clearly see the bits of the exponent
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Countermeasures



Source Level www.tugraz.at

• Cache attacks can be prevented on source level

• Use side-channel resistant crypto implementations

• Exponent blinding for RSA prevents multi-trace attacks

• Bit-sliced implementations are not vulnerable to cache attacks
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Operating System Level www.tugraz.at

• Trusting the operating system weakens SGX threat model

• Method for the operating system to inspect enclave code

• Re-enable certain performance counters, such as L3 hits/misses

• Enclave coloring to prevent cross-enclave attacks

• Heap randomization to randomize cache sets
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Hardware Level www.tugraz.at

• Intel could prevent attacks by changing the hardware

• Combine Cache Allocation Technology (CAT) with SGX

• Instead of controlling CAT from the OS, combine it with eenter

• Entering an enclave would automatically activate CAT for this core

• L3 is then isolated from all other enclaves and applications

• Provide a non-shared secure memory element which is not cached
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Conclusion www.tugraz.at

• Side channels can cost you money

• Do not consider side channels out-of-scope

• Exploitable code + SGX = exploitable SGX enclave
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Bonus: Error Probability www.tugraz.at

Error probability depends on which cache set of the key we attack
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Runtime www.tugraz.at

Full recovery of a 4096-bit RSA key in approximately 5 minutes

Cache Set Detection (3min)

Prime+Probe (5 s)

Pre-Processing (110 s)

Key Recovery (20 s)
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CPU cycles one increment takes
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1 t imestamp = r d t s c ( ) ;
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rdtsc 1
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4.7
1 wh i l e (1 ) {
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3 }
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