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How Do Caches Actually Work?

Physical Address Cache

Tag Datab bitsn bits

Cache Index

2n cache lines
Tag ≡ PPN

PPN
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Attack







Meltdown

User Memory
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Meltdown in the Microarchitecture
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Performance

Meltdown

Leakage Rate
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Error Rate
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How to get rid of the noise?



















Analyse the Noise

Lemma 1: Noise is someone else’s data

lim =
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ZombieLoad

Deep Dive: Intel Analysis of Microarchitectural Data Sampling

Fill buffers may retain stale data from prior memory requests until a new memory

request overwrites the fill buffer.

Under certain conditions, the fill buffer may

speculatively forward data, including stale data, to a load operation that will cause a

fault/assist.
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Data Encoding

User Memory
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F G H
I J K
L M N
O P Q
R S T
U V W
X Y Z

char value = faulting[0]
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Out of order
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ZombieLoad Variant 1

Physical memory
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Kernel
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Microcode Assist (Variant 3)

Instructions
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Microcode Assist (Variant 3)

• Microcode assist handles rare cases

→ Microarchitectural fault

• Setting accessed/dirty bit in page table

→ Regularly reset on Windows
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Attack Targets

• Leak data on same and sibling hyperthread

Applications Operating System SGX Enclave

Virtual Machine Hypervisor
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Attacker Models

Variant 1

Kernel Mapping

Variant 3

Microcode-Assisted Page-Table Walk

works does not work can be prevented
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Performance

Variant 1

Kernel Mapping

5.30 kB/s

Variant 3

Microcode-Assisted

Page-Table Walk

7.73 kB/s

23 Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz)



Performance

Variant 1

Kernel Mapping

5.30 kB/s

Variant 3

Microcode-Assisted

Page-Table Walk

7.73 kB/s

23 Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz)



Intel Mitigations

• Disable hyperthreading or group scheduling

• Overwrite microarchitectural buffers

• VERW instruction (microcode update)

• Software sequences

• New CPUs which are not affected

CPU Meltdown Foreshadow RIDL Fallout MLPDS MDSUM

ZombieLoad

8th/9th gen. Intel Core Coffee Lake

Intel Xeon Cascade Lake

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html
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Abort Transactions

• Data Conflicts

• Limited Transactional Resources

• Certain Instructions

• IO instructions, syscall, . . .

• Synchronous Exception Events

• #BR, #PF, #DB, #BP/INT3, . . .

26 Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz)



Abort Transactions

• Data Conflicts

• Limited Transactional Resources

• Certain Instructions

• IO instructions, syscall, . . .

• Synchronous Exception Events

• #BR, #PF, #DB, #BP/INT3, . . .

26 Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz)



Abort Transactions

• Data Conflicts

• Limited Transactional Resources

• Certain Instructions

• IO instructions, syscall, . . .

• Synchronous Exception Events

• #BR, #PF, #DB, #BP/INT3, . . .

26 Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz)



Abort Transactions

• Data Conflicts

• Limited Transactional Resources

• Certain Instructions

• IO instructions, syscall, . . .

• Synchronous Exception Events

• #BR, #PF, #DB, #BP/INT3, . . .

26 Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz)



TSX Intel Manual

12.2.4.5 Miscellaneous Transactional Aborts

Asynchronous events (NMI, SMI, INTR, IPI, PMI, etc.) occurring

during transactional execution may cause the transactional

execution to abort and transition to a non-transactional execution.

[...] For example, operating systems with timer ticks generate

interrupts that can cause transactional aborts.
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Intel Mitigations

• Disable Intel TSX

• Deactivated by default with new microcode updates on

CPUs enumerating MDS NO

• VERW to overwrite affected buffers
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2020
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GitHub

You can find our proof-of-concept implementation on:

• https://github.com/IAIK/ZombieLoad
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Conclusion

• Transient-execution attacks: the gift that keeps on giving

• Class of Meltdown attacks is larger than expected

• CPUs are deterministic - there is no noise
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ZombieLoad: Leaking Data on Intel CPUs

https://github.com/IAIK/ZombieLoad

Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz)

October 2, 2020
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