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e Microcode assist handles rare cases
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e Microcode assist handles rare cases
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e Setting accessed/dirty bit in page table
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Microcode Assist (Variant 3) b|g'¢’=khat

e Microcode assist handles rare cases

— Microarchitectural fault

]
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e Setting accessed/dirty bit in page table

~ — Regularly reset on Windows
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e |eak data on same and sibling hyperthread
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Page Number Page Offset
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11 0
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e Disable hyperthreading or group scheduling
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Intel Mitigations b|g'2:k hat

e Disable hyperthreading or group scheduling

e Overwrite microarchitectural buffers

e VERW instruction (microcode update)
e Software sequences

e New CPUs which are not affected

CPU Meltdown  Foreshadow RIDL  Fallout MLPDS MDSUM

8th/9th gen. Intel Core Coffee Lake x x x x x x
Intel Xeon Cascade Lake x X X x x x

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html
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Intel Mitigations b|g'2:k hat

e Disable hyperthreading or group scheduling

e Overwrite microarchitectural buffers

e VERW instruction (microcode update)
e Software sequences

e New CPUs which are not affected

CPU Meltdown  Foreshadow RIDL  Fallout MLPDS MDSUM  Zombieload

8th/9th gen. Intel Core Coffee Lake x x x x x x 7?’
Intel Xeon Cascade Lake x X X x x x ???

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html
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ZombieLoad Variant 2 b|£2;k hat

“certain condition”

faulting load flush

cache line

Mapping v» Mapping v1

Page
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“certain condition”

load flush

cache line

Mapping v1 Mapping v1

Page
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// Variant 2
flush(mapping) ;

if (xbegin() == _XBEGIN_STARTED) {
maccess(lut + 4096 * mapping[0]);
xend () ;
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e Data Conflicts
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e Data Conflicts

e Limited Transactional Resources
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e Data Conflicts

e Limited Transactional Resources
e Certain Instructions

e |0 instructions, syscall, ...
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Data Conflicts

Limited Transactional Resources

Certain Instructions

e |0 instructions, syscall, ...

Synchronous Exception Events
e #BR, #PF, #DB, #BP/INT3, ...
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TSX Intel Manual blgc’:k hat

12.2.4.5 Miscellaneous Transactional Aborts

Asynchronous events (NMI, SMI, INTR, IPIl, PMI, etc.) occurring
during transactional execution may cause the transactional
execution to abort and transition to a non-transactional execution.
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12.2.4.5 Miscellaneous Transactional Aborts

Asynchronous events (NMI, SMI, INTR, IPIl, PMI, etc.) occurring
during transactional execution may cause the transactional
execution to abort and transition to a non-transactional execution.
[...] For example, operating systems with timer ticks generate
interrupts that can cause transactional aborts.
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P LS 2
Variant 1 Variant 2 Variant 3

( /‘ Kernel Mapping Transactional Microcode-Assisted

Asynchronous Abort Page-Table Walk

5.30kB/s 39.66 kB /s 7.73kB/s
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& Twittern

Josh Walden @jmw1123 - 19. Nov.
Case of beer on it's way/there later this week thanks Daniel! Thanks again for

the partnership!

Antwort an
I'm in favor!

QO 2








‘% Daniel Gruss

Thanks again Josh!

We already received the case a month ago but only found
time this weekend to sit together and enjoy some!

We wish you a merry Christmas and look forward to
continue working with Intel next year.
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e Disable Intel TSX
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e Disable Intel TSX

e Deactivated by default with new microcode updates on
CPUs enumerating MDS_NO
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Intel Mitigations b|g'2:k hat

e Disable Intel TSX

e Deactivated by default with new microcode updates on
CPUs enumerating MDS_NO

e VERW to overwrite affected buffers
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e Software-sequences and VERW do not work reliably

e Cases where leakage is still visible
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( Meltdown-PF }—{  Meltdown-US  }—{ Meltdown-US-LFB }

Variant 1
[ Transient cause )—{ Meltdown-type
(_ Meltdown-AD > Meltdown-AD-LFB |
Meltdown-MCA Variant 3
Meltdown-TAA

Variant 2
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Transient cause

https://transient.fail

prediction

‘Spectre-type

Meltdown-type

fault/assist

microarchitectural buffer

Spectre-PHT

Meltdown-PF

Meltdown-BR

Meltdown-GP

Meltdown-MCA

fault/assist type

mistraining strategy

Same-address-space

Meltdown-US

Meftdown-AD

in-place (IP) vs. out-of-
place (OP)
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Instruction Pointer]

Memory-based
Side-Channel
Attacks

Data Sampling
(ZombieLoad)

[ Data ]//I\/I;down\[ Address ]
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You can find our proof-of-concept implementation on:

e https://github.com/IAIK/ZombieLoad
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Conclusion blgc’:k hat

cee e Transient-execution attacks: the gift that keeps on giving
e Class of Meltdown attacks is larger than expected

e CPUs are deterministic - there is no noise
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ZombielLoad: Leaking Data on Intel CPUs

© nttps://github.com/IAIK/ZombieLoad
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October 2, 2020
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