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#include <stdio.h>

int main() {

puts("Hello World!");

}

// musl/src/stdio/puts.c

int puts(const char *s) {
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r = -(fputs(s, stdout) < 0 ||

putc_unlocked(’\n’, stdout) < 0);

FUNLOCK(stdout); return r;

}
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never-used ones
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Evaluation: Seccomp www.tugraz.at

• Seccomp has inherent performance impact → nothing Chestnut

can do about that

• Recent work (Linux 5.11) improved performance
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Evaluation: Functional Correctness www.tugraz.at

• Use application testsuites for checks

• Code coverage metrics for better estimations of correctness

• Line coverage: 59-77 %

• Function coverage: 61-92 %

• Observed no crashes in tests

• 6 month long-term study using nginx: no crashes
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• Avg. Number of blocked system calls:

: 302 (87 %)

: 288 (83 %)

• exec system calls blocked:

: 9 (50 %)

: 14 (78 %)

• mprotect system calls blocked:

: 11 (61 %)

: 0 (0 %)
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Proof-of-Concept www.tugraz.at

You can find our proof-of-concept implementation of Chestnut on:

• https://github.com/IAIK/Chestnut
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More details in the paper

• More detailed security evaluation

• Information on overapproximation

• More implementation details

• . . .

CCSW [Can+21]

Claudio Canella, Mario Werner, Daniel Gruss, Michael Schwarz.

Automating Seccomp Filter Generation for Linux Applications.
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• Reduced time-consuming, manual analysis to automated process

• Showed that we can improve overall system security

• Chestnut only has small performance impact
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