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Research Question

How far can we reduce requirements?
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e High-resolution timer to measure microarchitectural effects

rdtsc performance.now()

performance.now()

[...] represent times as floating-point numbers with up to
microsecond precision.

— Mozilla Developer Network
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) — e State of the art for timers in JavaScript
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e Microarchitectural attacks in the browser are possible again
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e Attacks from within SGX possible
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Prevents Rowham- Page Dedu- DRAM Covert Anti- Cache Keystroke Browser
Defense mer.js plication Channel ASLR Eviction Timing

Buffer ASLR @) O (] ([ O O
Array preloading ([ J O [ J O O O O
Non-deterministic array o ([ ) o O O
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