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Processor security: Hardware isolation mechanisms

VM OS

AppApp

Hypervisor (VMM)

VM OS
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Microarchitectural timing attacks: CPU cache

printf("%d", i);

printf("%d", i);
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Microarchitectural timing attacks: CPU cache
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Flush+Reload

Shared Memory

ATTACKER VICTIM

flush
access

access
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Flush+Reload
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Memory Access Latency
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We can communicate across protection walls
using microarchitectural side channels!



Leaky processors: Jumping over protection walls with side-channels

VM OS

AppApp

Hypervisor (VMM)

VM OS

EnclaveApp  
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Meltdown: Transiently encoding unauthorized memory

User Memory
A B

C D E
F G H
I J K
L M N
O P Q
R S T
U V W
X Y Z

char value = kernel[0]
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Meltdown: Transiently encoding unauthorized memory

Out of order
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Meltdown variants: The transient-execution zoo https://transient.fail

Meltdown-type

Meltdown-NM-REG
Meltdown-AC

Meltdown-DE

Meltdown-PF

Meltdown-UD

Meltdown-SS

Meltdown-BR

Meltdown-GP

Meltdown-MCA

Meltdown-AC-LFB
Meltdown-AC-LP

Meltdown-US

Meltdown-P

Meltdown-RW

Meltdown-PK
Meltdown-SM-SB

Meltdown-MPX
Meltdown-BND

Meltdown-CPL-REG
Meltdown-NC-SB

Meltdown-AVX

Meltdown-AD

Meltdown-TAA
Meltdown-PRM-LFB
Meltdown-UC-LFB

Meltdown-US-L1
Meltdown-US-LFB
Meltdown-US-SB

Meltdown-P-L1
Meltdown-P-LFB
Meltdown-P-SB
Meltdown-P-LP

Meltdown-PK-L1
Meltdown-PK-SB

Meltdown-AVX-SB
Meltdown-AVX-LP

Meltdown-AD-LFB
Meltdown-AD-SB

Meltdown-TAA-LFB
Meltdown-TAA-LP
Meltdown-TAA-SB
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Meltdown variants: Address dependencies
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12Virtual
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Meltdown variants: Microarchitectural bu�ers
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Meltdown take-away

Faulting (or assisted) loads transiently forward unrelated data
from various microarchitectural bu�ers









Load Value Injection (LVI): Turning Meltdown around

CPU

s = *secret;

L1D$ LFB/LP

direct data
leakage!

...
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Load Value Injection (LVI): Turning Meltdown around

CPU

	
CALL	*pt

or
array[*pt]

L1D$ LFB/LP ...

inject data!
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LVI: Microarchitectural inception
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LVI: Microarchitectural inception

Replay load
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LVI: Bringing the victim into the dream

Vulnerable platforms: Intel Software Guard
Extensions (SGX)

Enarx (Red Hat) Asylo (Google)



Enclaves to the rescue!

Mem HDD

OS kernel

CPU

AppApp

TPM

Hypervisor

 Enclave app

Intel SGX promise: hardware-level isolation and attestation
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Intel SGX: A look under the hood

paging unit SGX checkslogical address physical address

• SGX machinery protects against direct address remapping attacks

• . . . but untrusted address translation may fault during enclaved execution (!)
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Intel SGX: A look under the hood

paging unit SGX checks

page fault (#PF)

logical address physical address

We can arbitrarily provoke page faults for trusted enclave loads!
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LVI toy example: Hijacking transient data flow

1 void c a l l v i c t i m ( s i z e t
untrusted arg )

2 {
3 * arg copy = untrusted arg ;
4 array [ **trusted ptr * 4096] ;
5 }
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LVI toy example: Recovering arbitrary secrets

0 20 40 60 80 100 120 140 160 180 200 220 240
0

200
400
600

Array
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s]

Intended transmission ‘D’ Secret transmission ‘S’
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Taxonomy of LVI variants: Many bu�ers, many faults. . .

LVI-type

LVI-NM-FPU
LVI-PF

LVI-MCA

LVI-US

LVI-PPN

LVI-P

LVI-AD

LVI-US-NULL
LVI-US-LFB
LVI-US-SB
LVI-US-LP

LVI-PPN-NULL
LVI-PPN-L1D

LVI-P-NULL
LVI-P-L1D
LVI-P-LFB
LVI-P-SB
LVI-P-LP

LVI-AD-LFB
LVI-AD-SB
LVI-AD-LP
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LVI-based transient control-flow hijacking

P3 address

uarch buffer
P1_gadget:

*user_pt; 1. Victim fills µ-arch bu�er with
attacker-controlled data

2. Victim executes indirect branch
(JMP/CALL/RET)

3. Faulting load → inject incorrect
attacker values(!)

4. Redirect transient control flow
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LVI-based transient control-flow hijacking

P2_gadget:

return;

P3 address

uarch buffer

P3_gadget:
oracle[*secret_pt];

LVI

P1_gadget:

*user_pt;RAX 1. Victim fills µ-arch bu�er with
attacker-controlled data

2. Victim executes indirect branch
(JMP/CALL/RET)

3. Faulting load → inject incorrect
attacker values(!)

4. Redirect transient control flow
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Real-world LVI-ROP gadget in Intel SGX SDK

1 ; %rbx : user−contro l led argument ptr ( outside enclave )
2 sgx my sum bridge :
3 . . .
4 c a l l my sum ; compute 0x10(%rbx ) + 0x8(%rbx )
5 mov %rax,(%rbx) ; P1 : s tore sum to user address
6 xor %eax ,%eax
7 pop %rbx
8 ret ; P2 : load from trusted stack
9

We can setup a fake transient stack in the store bu�er or L1D!
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Real-world LVI-ROP gadget in Quoting Enclave

1 intel avx rep memcpy : ; l i b i r c 2 . 4 / e f i 2 / l i b i r c . a
2 . . . ; P1 : s tore to user address
3 vmovups %xmm0,−0x10(%rdi ,% rcx , 1 )
4 . . .
5 pop %r12 ; P2 : load from trusted stack
6 ret
7
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LVI-NULL: Why 0x00 is not a safe value

• Recent Intel CPUs forward 0x00 dummy values for faulting loads

• . . . but NULL is a valid virtual memory address, under attacker control
• . . . hijack pointer values (e.g., function pointer-to-pointer)

23 Jo Van Bulck, Michael Schwarz, Daniel Gruss, Moritz Lipp
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2
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LVI-NULL: Why 0x00 is not a safe value

&trusted_func_pt

&trusted_func

%rax 

&P3_gadgetNULL %rbx=NULL 

P2_gadget:
mov	(%rax),	%rbx
call	(%rbx)

2

1

• Recent Intel CPUs forward 0x00 dummy values for faulting loads
• . . . but NULL is a valid virtual memory address, under attacker control
• . . . hijack pointer values (e.g., function pointer-to-pointer)
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Real-world LVI-NULL stack hijacking gadget

1 asm oret : ; ( l inux−sgx/sdk/ t r t s / l inux / t r t s p i c . S #L454 )
2 . . .
3 mov 0x58(%rsp ) ,%rbp ; %rbp <− NULL
4 . . .
5 mov %rbp ,% rsp ; %rsp <− NULL
6 pop %rbp ; %rbp <− * ( NULL )
7 ret ; %r ip <− * ( NULL+8)
8
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Mitigation idea: Fencing vulnerable load instructions
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Mitigation idea: Fencing vulnerable load instructions

lfence
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Mitigating LVI: Compiler and assembler support

-mlfence-after-load

-mlvi-hardening

-Qspectre-load
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Serializing indirect branches

LVI ↔ Spectre: no control-flow prediction; every load can be hijacked

Instruction Possible emulation Clobber-free

ret pop %reg; lfence; jmp *%reg 7

ret not (%rsp); not (%rsp); lfence; ret 3

jmp (mem) mov (mem),%reg; lfence; jmp *%reg 7

call (mem) mov (mem),%reg; lfence; call *%reg 7
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Intel architectural enclaves: lfence counts libsgx qe.signed.so

23 fences
October 2019—“surgical

precision”

:
49,315 fences

March 2020—“big hammer”
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Performance overheads: OpenSSL (our prototype mitigation)
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Performance overheads: OpenSSL (Intel’s mitigation)
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Performance overheads: SPEC (Intel’s mitigation)
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Independent performance evaluations https://www.phoronix.com
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Conclusions https://lviattack.eu/

⇒ LVI gadgets reversely exploit Meltdown-type e�ects

⇒ Short-term: extensive lfence compiler mitigations for Intel SGX enclaves

⇒ Long-term: improved silicon patches in new CPUs
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P3 gadget address
virtual page offset

RAX

Page table entry stack

U
ser   page

1

Enclave code
P2_gadget:
pop		%rax
retq

P3 address

L1
D

 c
ac

he

P3_gadget:
movb	(%rax),	%al
mov		(%rdi,%al),	%rcx

%rdi

LVI

3

4

P1_gadget:
mov		(%rdi),	%r12	
mov		-8(%rdi),	%r13

2
RAX






